542 55 4 ) moE R Vol.42 No.4
2021 %4 H Journal on Communications April 2021

ET IRS ¥HBNRY SWIPT YBX M R 4t % il R AL % it

KT 1P, e, MR, 25, A 2
CL. I AT B S BRI ST B, JTRE M 450001 2. N A4 B TR % B, TR M 450001,
3. AR AT g 4 R A 0 4 RBE AT B BRI A 926 %, TR M 4500015 4. KA ME BRI e, TR XM 450001)

1 OE: s T E IR R RS S AR B IR e e R ESR, BT e SO IR A B I s e
TP R G Rk ge AN Bt ) J, R T — P PO IE R 7k . IR IR R TIZEA IRS
SO AR, DI RGRE B R AEA R T Z N HbR, A A 550k SR S8 I o T RE B R L0 5 ZE R R DA K
IRS %, FRARAk ] B AR Ay AT — R B RAR M R BRI . R RA AR i, 2P fa ik, ABh AR R
JP 5 250N T8I A A 0 ) ) R R S IR Y () R, AR N — A R kAR A AR R M ) e AT
il PHHEERFW, Prffkaeisiadifesl, H 53D ZAM LA E R T g

KRR BRI, WM JCRIERRELG R LAWHRBIY; BeERAE

PESES: TN92

SCERFRIRAD: A

DOI: 10.11959/j.issn.1000-436x.2021060

Secure beamforming design for IRS-assisted
SWIPT Internet of things system

ZHU Zhengyu'***, XU Jinlei', SUN Gangcan'**, WANG Ning™*, HAO Wanming®*

1. Henan Institute of Advanced Technology, Zhengzhou University, Zhengzhou 450001, China
2. School of Information Engineering, Zhengzhou University, Zhengzhou 450001, China
3. Joint International Laboratory of Intelligent Network and Data Analysis in Henan Province, Zhengzhou University, Zhengzhou 450001, China
4. China Industrial Technology Research Institute, Zhengzhou University, Zhengzhou 450001, China

Abstract: In order to meet the new requirements of intelligent signal processing deployment and physical layer security
for green interconnection of things, a design method of secure beamforming was proposed to solve the problem of the
shortage of sustainable energy supply in the information and energy transmission at the same time Internet of things (IoT)
system assisted by intelligent reflecting surface (IRS). Considering the constraints of secrecy rate, transmit power and
IRS reflection phase shift, the optimization problem was modeled as a non-convex quadratic programming problem with
quadratic constraints, aiming at maximizing the acquisition power of energy collector, and jointly optimizing the base sta-
tion transmit beamforming matrix, jammer covariance matrix and IRS phase shift. The non-convex quadratic problem
was transformed into an equivalent convex problem by using the relaxation variable, semidefinite relaxation method,
auxiliary variable and sequence parameter convex approximation method, and an alternative iterative optimization algo-

rithm was proposed to obtain the feasible solution of the original problem. Simulation results show that the proposed al-
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gorithm can converge quickly and improve performance effectively compared with the benchmark scheme.

Keywords: intelligent reflecting surface, Internet of things, simultaneous wireless information and power transfer system,

secure beamforming, energy harvest
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